£

Electronic Official Personnel Folder %4‘7/;  cedbes

eOPF Quick Reference
For Employees

Online eOPF Self-service Feature for Login ID and
Password Retrieval for New Users

eOPF provides web-based access for Federal personnel to view and print employment
documents. Employees are able to view their own documents through the eOPF application
at https://eopf1.nbc.gov/nationalguard/. eOPF includes security measures that ensure the
integrity of the system and protection of employee documents.

Your eOPF benefits include:

e |mmediate access to your documents
e Ability to view or print your documents
e Enhanced accuracy, portability, and security of your documents

e Increased accountability through an audit trail that tracks who accesses your
documents and the reason why

e Faster and more efficient records transfer between Federal agencies
e Timely and accurate data retrieval for retirement claims processing

Obtain Your eOPF ID and Password. and then Logon to your Account

Accessing eOPF is simple and convenient. To access your eOPF, you need an eOPF ID and
password, which may be retrieved using the eOPF self-service feature. This Quick
Reference document consists of three sections.

Part 1: Obtain Your eOPF ID
Part 2: Create an eOPF Password
Part 3: First Time eOPF Logon

eOPF Quick Reference Employee Self-service ID/Password for New Users
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Part 1: Obtain Your eOPF ID

Action Screen Shot

Access your specific agency
eOPF URL at:
https://eopfl.nbc.gov/nationalguard/
Read the eOPF User Bt B A Saotout s PAIEA SotRSs Of bt o Uk LA SRt S
Ag reemen t page violators to criminal, civil, and/or administrative action.
’ momaéﬁon on tl'nesl f¢:.§:rrnput_er system maﬁge‘;iln:ercgpgedl, .recosrgedat,j;aigopied, and [c)ﬁ;sgupsed by u2nd mstem 5
1 CIICk the Acce pt button i, any pgxz'seon%«elqsegg:r authorized ;;x:rg:::;;;ﬁzgd’ c%lmsmc:%sagm to ﬁlesee :;%rst.zse omprRaney v
Signing into this application indicates you have read and accepted the Full Terms and Conditions of Use, and you
consent to secure testing and monitoring.
Signing into this application indicates you have read and accepted the Privacy Policv, and you consent to secure
testing and monitoring.
teSlqan\\g g:‘tg rggf‘t}ggnﬁ;aﬁon indicates you have read and accepted the Rules of Behavior, and you consent to secure
National Guard eOPF
From the eOPF Logon page,
click the Request Your eOPF
ID link.
2
From the Request Your eOPF i
ID screen, enter the | .
° LaSt 5 dlglts Of your SSN } L Purpese: This feature alows you to request your eOPF [D. Please enzer nformatan n
o First 4 letters of your last B fes
name i 14
- i .
3 e Date of birth (mm/dd/yyyy) i
. . ! Last S digits of your SSN: {£xi F = N
Click the Submit button. " =
! =
I

— — = S — e == = = = = = T P S v =ty v
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Screen Shot

The Request Your eOPF ID
page displays stating that your
request has been submitted for
processing.

Click the Click here to return
to logon page link.

Request Your ¢OPF ID

Your eOPF 1D request has been processed and an email will be sent I you with your 20PF Login ID within the next 60 minutes.
Plezse make sure you chack your spam or junk email folder if you do not see the email within 60 minutes. If you did not receive
an email, please contact the helpdesk at stephencar@opmgoy for assistance, Please use "Missing @OPF ID eMail' in the
subject and include your Agency, Full Name, your email address, and phone number in the body of the request. For many mail
systems, if you click here, it will start an email for you.

DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE RELPDESK.

Your eOPF ID will be emailed to
the email address of record in
eOPF.

Please contact the eOPF Help
Desk if you do not receive an
email with your eOPF ID.

This email is o sotify you that a reguest for your 50T 1D has deen sade,

40PF i1 ATIIES (ewazple) ||

if you did sot izitiate this regueat, plosse contact tie heipdosk at BS€-275-851F oz
eopf :divelealsdy. con for asalstasece,

The £C3F sya & SE)a ko
aafequard faforsation [2oa unsulBarized use. However, 43 hird as we Lry, soeelises Inforeatics is
erporaously stored, o whe event an ergloyss who dccesses hiafher perssanel flle discowers ansiher
pargos@ha informatica is their folder, hefoke alould lemcdlately costact Lhe oO5F Lelp Deak {dial BE£-
275-F518 or epall eopt hditelesishq.eom} regazdizg the esrof 20 L2aL COrrecLive ssspures Can be Laken.
Any saployes who nowi ¥ and willizily discloges personal informatios pertsining o other
indiwiduals, in any N0E, 80 ATy peTacn ©F agescy not ontitled to recelve iz, =ay be fourd quilty af
a sisdesppser sad 13

Agerdyt MEIRCY)
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Part 2: Create an eOPF Password

Step Action Screen Shot

From the eOPF Logon page,
click the Request a New
Password link.

1
On the Request a New
Password page, enter your: 2 New F d
e eOPFID . ) T
p L a St 5 dl gltS Of y our SSN Pufpose This feature allows you to request your new Password. Please enter Infow 0 thefol@eing fietds. ;
5 e First 4 letters of your last ‘
Click the Submit button. e A =——— = ;
First 4 lettars of your fast name: [ |1fyourlast nameis less than 4 characters, please enter your full fast name.

| Submit l Cancel

The Request a New e

Password page displays

indicating your request has

been submitted for processing. Your password request has been processed and an email wil b2 St 1o you with 2 tempasary token and InSrUCtions 10 reset
your passward. Pbaeemkem)wmeckmwofmmm 1f you did not receive an emall, please contact the

Click the Click here to return W A

to logon page link. DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELFDESK,

3 | Note: If your information fails to
be verified, you receive a [ Click here to return to Jogon page. ]
message stating that your
information does not match the
information in the eOPF system
and you should contact the
eOPF Help Desk.

eOPF Quick Reference Employee Self-Service for New User ID/Password
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Step

Action

An email is sent with a
password reset link, a token,
and instructions to the email
address of record in eOPF. The
token is valid for 15 minutes.

Click the URL link.

Please contact the eOPF Help
Desk if you do not receive an
email with your password reset
link, etc.

Screen Shot

This email is to notify you that a reguest to chango your ¢OPF password has boen made.

Plesae click on the link below. You will be asked to provide your vaerasme and the 12 digit token bolow.
Please note that token expires within 15 minutes of sending this emails

VRL: httpsiflecnf.ube.gexl/agency/Changel:
Tokon: 12A23F543ASD43 (oxamplo)

2spx {exazple] ]

If you did not initfatc this change, pleasc contact the holpdosk at B€6-275-8518 or cop{_hditeleaishq.com for
assistanca.

The cOPF system is implomonted in accordance with the Privacy Act of 1974, 5 U.S.C. @ 5528 to safoguard iaformation
from unauthorized use. However, as hard as we try, sometimes information is erroneously stored. In the event an
his/her i file discovers another persen®s information in their folder, he/ahe should
irmedistely contact the ¢OPF fielp Dook (diel 866-275-8518 or erail copf _hditelesishq.com) regerding the orror so that
corrective measures can be taken. Any employee who knowingly and willfully discleases perconal information pertaining
to othor individuals, in any manner, to any porson or ageacy not entitled te receive it, may be foond guilty of a
misdemcanor and fined.

mployee who

Agency: AGENCY]

The link opens the Reset Your
Password screen. Type in
your eOPF ID.

Copy the token from the email
and paste it into the Token
field.

Click the Submit button.

Reset your password

Please enter your cOBF ID and Token to Reset your password,
Note: The token will exgire within 15 mi sofr your piat

e 3
eOPFID: || i
Token: |

The Please reset your
password page displays. Please reset your password

Enter a password that meets
your agency’s security
guidelines in the New
Password field, then again in
the ReType Password field.

Click the Reset Password
button, which will bring you
back to the eOPF Logon page.

You are ready to log in to
eOPF! Continue with Part 3.

Purpase: Pease @
prsswred, you will B¢

suceesshully creating the new
ced 10 logon 1 ¢OPE.

Hote: Password st contain ot least one upper-case letter, one lower-case letler, one sumber and ong
special character and must be at keast 12 characters in fength.

eOPF Quick Reference
Page 5of 8

Employee Self-Service for New User ID/Password
5/22/2015




Electronic Official Personnel Folder

Part 3: First Time eOPF Logon

Action Screen Shot
Enter your eOPF ID and
password on the eOPF
Logon page.
Click the Submit button.
[ Arsizaes |
1
The Select and answer ‘ 7T selert and anewer your security questions
your security questions : Sl : _ 2
screen displays. Select o o o sk i i b s TR
o list of Bersanal Quastians.
questions from the drop-
down menu, then answer L — ,
the questions in the blank Da ifyou i togy? (ex: Scresn Reader)
fields on the right. Security
& | Personal Questions
question answers are not Ploea selact d smemver Hhrse woksss parsorml somstions fruen the Bak provided buioy. .
validated for format or . e |
2 . Parsonal Question 2t [Fhat 3 the mase nave of your odest enig? ~f lamges ]
correctness (i.e. state, e e S (5 1
numbers, or dates). ‘
Maximum length for an Helpdesk Verification Questions ,
answer is 35 characters. Helpdesk Questian 13 [Foatis e ssorshyour ezt car? e ]
. Holpdesk Question 2: {11 what cty o7 own 0C your metnar nd fathar maes? v'i|1-|.1?é ]
To start over, click the 1o % ot o o e car? N 2 ]
Reset button. Note: o the above cuestions a7 required to procsed inko €CPF, Cliking Cancel vl et you ot of the appiication,
Submit Rﬂe(‘ Qn:!!
— ==
eOPF Quick Reference Employee Self-Service for New User ID/Password
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Action

Screen Shot

You also have the ability to
create custom questions for
Personal Questions;
however, custom questions
cannot be created for
Helpdesk Questions.

Click the drop-down menu
and select Write your
question. A blank Specify
your Question field is
added, allowing you to type
your custom question.
Click Add.

Once a custom question is
created, it will always be
listed in the drop-down
menu. Maximum length for
a question is 100
characters. There is no
limit to the number of
custom questions you may
create.

Select and answer your security guestions

sequnty Quistions vall be used to vendy your identity if you fergat vour passwierd or eQPF ID. You can mediy the
2fter you login. You can craata your austom questians and provids answars, Tha custon guastions are added o the

fist of Perscral Qus

Email Mddress: [ JRMESICNESSHBAMAILCOM
[ Check hieve, if you are using assistive technology? (ex: Screen Reader)

Personal Questions
Please select snd answer three unique personal questions from the list provided below.
Personzl Question 1z
Personal Question 2t
Porsonal Question 3t
Specify your Question:

{1n whet cify o you meet yeur s5euse’sgratent othe?

Jid'e rame cf your oldest chig?

<
3
rd
&

| VWhst is rry favonte wkeout food?
e

fi O
Q

Mease select and answer three uniqua helpdesk questions from the list provided below.
Helpdosk Quostion 1: | VWhs! 5 110 0007 of your first 077

~] {Sepumber

Helpdesk Question 2t |12 whst Gty of town 9 your mother 8nd fater meat? i 111633

UUL

Helpdesk Questian 3;  [WWratis your dream car? v] {Cervete

Mote: Anzwers tothe above questions arz required to pracead into eOPF. Clicking Cancel vall et you &t of the appheaticn.

Submit  Reset  Cancel

A confirmation message
states, “Your question is
added to the Personal
questions list.”

Select the drop-down menu
arrow again and choose
your newly created
question. Type your answer
4 | in the blank field to the
right.

Select and answer your security questions

Personal Questicas
Pheans welect and answd
Porcast Quostion 1= |7

Poraal Guestion 3

[irits yoor cuenton

ilpdesst Verilication Quasiions

Botes Afrivees 10 Sl GuITTors i Mg ed Ta proventd #g o067, Cleiong Canoed vl weX you aut 6F e appisanna,

Rutena Resst  Cancel

To save, click the Submit

Helpdesk Quostion i  §¥WDa% 6 @ CLI0r OF yOur 15t ear 7 | iSepember

buﬁon below the questions Helpdesk Quastion 3: {1 what ety o town did your mother and Tatner meet? v[ ji-1-1635
) Helpdesk Question 31 {\Vnat s your dream car? v] (Corvelte
5 Note: Angwars to the above questions are raquired to procsed into e0PF. Clicking Cancel will @it you ot of tha
Reset  Cansel
eOPF Quick Reference Employee Self-Service for New User ID/Password
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Action Screen Shot

The Rules of Behavior
RULES OF BEHAVIOR FOR ALL USERS

page displays. Read the FOR ENTERPRISE HUMAN RESOURCES INTEGRATION'S ¢HR SYSTEM

rules and click the Acce pt The EHRI project office is responsible for cnsuring an adequare level of protection and sesurity is afforded 1o the ¢HR system. The requisite level of prorection and
secunty is sccoenplished through an appropziate mix of technical, adaunistzative, and managenial controls ancluding wrinen gusdiace. Because written guidance

b UttO n carmot cover every cortngency, the following Rules of Behavior are provided to further stipulate the responsibility of the users of the ¢HR System

All persons must underseand thar these Rusles of Behavior ase based on Federal Laws and segulation and, as sush, there are consequences for violation of these rules

Depending on the severty of the violauon, at the duscrction of managernent and with due provess of law, consequences can include. reprmand. removal of access

pravilepes. suspension. dametion, of tamination from work; and crimmal and civil penaliies

Rules of Behavior

T understand that, when using the ¢HR System, | am persenally accountable for my actions and that ] must.

6 L. Protect data 1n accordance with the Privacy Act of 1974,
2. Protect sensttive information from disclosuze to unsuthorized indiv ldu_k or groups,
3 Acqmean.d use sensitive ind only in d. ‘with thy of my officiat dunses:
4. Agercy p £ must protect security by properly nkmu-mzﬂ Agency emplovees elizmible as users of EHRIL

5. Disposs of sensitive information cortained in hasdeopy or softcopy., as appropriat

6. Ersure tha senitive information is accurate ard relevant for the purpose which it is collected, provaded, and used;

7. Protect my access codes from disclosure,

§. Report seeumty intedents and vulneralbslities to the EHRI project office,

9. Comply with the provisions of copizhted sofware by ot infrinping upon of compromising {cepy, distmbute. manipulate, et ) software of this system
10, Ensure all changes to ¢HR System cormpenents and dsta are done via approved configuration coosrol prosadures,
11 Use government equipment in accordance with my site’s Agency™s policies and proceduses.

= that all conditions aad mposed upon me by these rules apply Gunng the time { am granted to this system regardless of location.

Tunderstand that the EHRI project office reserves the right, to termunate of suspend my access and use of the ¢HR Sysiem, without notice, if there is 2 violation of

these Rules of Behavior
I Accept l Decling

The screen refreshes and
takes you to the eOPF
Welcome page. That's it!
You are in eOPF.

From this page, you can R it :
nav'gate eOPF Wlth the ] Questions concerning speciic personnel actions should be sent to the appropriate HR represantative,

7 | buttons on the left. o

User Info:
Email. Stevens Rongxz.com
Emergency Data last updated on:1/1/2000

From the eOPF Welcome Screen, you can:

e View your entire eOPF by clicking the My eOPF tab.

e Search for specific documents within your eOPF by clicking on the Search eOPF
tab.

e Change your eOPF preferences by clicking on the My Profile tab.

Need Assistance?

For login or document content issues, contact your local State Human Resources Office
(HRO) for assistance.

eOPF Quick Reference Employee Self-Service for New User ID/Password
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