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I.
PRACTICE

A. Statement of Policy and Purpose - General

The Department of Military Affairs (DMA) recognizes that use of social media technologies can be used to enhance communication of important information, as well as improve collaboration and information exchange in support of our mission.  Therefore, the agency encourages use of social media for these purposes, but also points out the responsibility that comes with use of these tools.  

Social media can include various internet-based technologies used to enable communication between people, share information and resources and participate in social interaction.  Some examples include blogs, Facebook, LinkedIn, and Twitter.

B. Definitions

Blog – a web log, with regular entries of commentary, descriptions of events, or material such as graphics or video.  Entries normally displayed in chronological order.

Facebook - a social networking service.  On a personal level, individuals are able to connect with friends and colleagues who also use the service.  Users are able to post quick updates (status), share links, share photos, and videos.  Facebook also has a feature called Pages, which is specifically for organizations and has a lot of the same features as individual profiles.  Individuals can elect to become “fans” of an organization.

LinkedIn – business oriented social networking site created to link primarily professionals for networking purposes.

RSS (Really Simple Syndication) – web feed formats used to publish frequently updated works such as blogs, news headlines, audio, and video.

Social Media -  many technologies for sharing and discussing information including social networks, blogs, RSS feeds, photo and video sharing, social bookmarking, forums, and live support.

Social Network – websites focused on providing a web-based service for linking individuals and/or organizations with common interests.  (i.e., Facebook, LinkedIn, Twitter)

Twitter – A form of blogging that allows users to send brief updates of 140 characters or less.  People can sign up on Twitter to follow updates made.
II.
PROCEDURE

A. Requirements - General

The Department expects that anyone who participates in social media, whether on behalf of the DMA or as an individual who identifies themselves as an employee of the Department, to participate in a professional, responsible manner and to follow the guidelines below.  

1. Follow Department work rules and policies.  The use of social media follows the same standards of professional practice and conduct associated with everything else we do.  The same principles and policies that apply to public interactions generally also apply to social media.  The following is not an all inclusive list, but highlights some of the policies to keep in mind when participating in social media:




DMA Work Rules




TAG Policy Memorandum 38




Code of Ethics for Public Officials and Employees, ss. 19.41 – 19.59, Wis.




 Stats., as applicable



P&P 2.105 Internet Use and Management




P&P 2.100 Electronic Mail




DMA Employee Handbook

2. Employees’ usage of social media shall not interfere with primary work duties. Employees may use the department’s Internet and social media facilities for non-business purposes during their designated lunchtime or other breaks or outside of work hours provided that all other departmental usage polices are adhered to.  The DMA reserves the right to block access to non-work related websites.
3. When using DMA equipment or when representing the DMA, do not create, access, post, or transmit photographs or images that are sexually explicit, discriminating, offensive, disrespectful, threatening, or harassing.  Do not use profane, abusive, or discourteous language.

4. Confidentiality.  It is inappropriate to disclose or use DMA confidential information in any form of social media.  Photographs containing critical or sensitive information should not be publicly disseminated.  Do not publicly reference, disseminate, or publish critical or sensitive information that has already been compromised.  Sharing this type of information, even unintentionally, can result in violations of agency policies or law and may subject individuals to disciplinary action, up to and including termination.

5. Follow the rules established by the social media venue which you are using to engage in social media activities.  Normally links can be found on the home page of these sites to guide you as to the protocol to be followed on the site.

B. Participating as an official representative of DMA with an external presence.  This means that you are representing the DMA to populations outside of DMA employees as well as internal DMA employees.
1. Obtain permission.  Users shall not speak in social media websites or other on-line forums on behalf of the DMA, unless specifically authorized by the agency head or the DMA Public Affairs Office.  This responsibility will frequently be reflected in the individual’s position description.  

2. All proposed social media projects with an external presence, including design, development, and system support shall be reviewed and approved by the appropriate management and ultimately approved by the DMA Public Affairs Office.  The DMA Public Affairs Office will work with the State Information Technology Department to be sure the project fits within the State IT parameters
3. The content of approved social media sites shall be owned and maintained by the program, bureau, division, or department producing and using the site.  Employees using social media to communicate officially on behalf of their program, bureau, division, or department shall have prior management authorization and permission.

4. Identify yourself.  Always use your government issued email address to establish an account on a DMA social media platform.  State your name and position or working job title in your first post and always include this information in your subsequent posts and comments.

5. The DMA retains copyright to any material created by DMA employees in the course of their official duties, including materials posted to any forum, social media site, or web page by any employee in the course of his or her duties.

6. Individuals obtaining access to copyrighted materials must respect all copyrights and license agreements and may not copy, retrieve, modify, or forward copyrighted materials, except with express permission, or as a single copy for reference only.  Employees referencing any copyrighted or borrowed materials on social media sites shall identify the original materials as such with citations and links.

7. Public Records.  All contents, comments and replies posted on behalf of the DMA via a social media resource may be subject to Wisconsin Open Records Laws as found in ss.19.31 to 19.39, Wis. Stats.  There are some exceptions and exemptions to these laws.  For example, drafts, notes, preliminary computations, and like material prepared for the originator’s personal use, trade secrets, personal information of employees, security information, financial identifying information or documents prepared by the originator in the name of a person for whom the originator is working, are not considered public records.

· If the posts are made or received in connection with the transaction of DMA public business (such as providing advice or receiving comments about the agency, its programs or core business), they are public records for the purposes of records retention and need to be retained for their minimum retention periods.

· If the posts are simply copies of records that the agency is already retaining for the minimum retention period (such as links to publications), the posts may be considered secondary copies and retained accordingly.

You must take into consideration the retention and retrieval capabilities of the technology you are working with and take appropriate measures to ensure that posts made via a social media technology are retained and retrievable in the event of an open records request.  This may require you to make hard copies or save via another electronic means.

8. You are representing the DMA.  As a DMA representative it is important that your online conversations promote the DMA.  Be honest, informative, and respectful in your posts and comments.  Assume personal responsibility for what you write.  The goal of using social media should be to promote the DMA and enhance our communications with our customers in a professional, courteous manner.
9. Post meaningful, respectful comments.
· Respect opinions.  Never post anything you wouldn’t say out loud and to all parties involved.

· Pause and think before you post a response to a topic.  Err on the side of caution.  If you are about to post something that makes you feel uncomfortable, do not post the comment.  Check your facts and only post appropriate responses.

· Present information in a positive and professional manner and avoid personal opinions in a way that appears to be opinions of the DMA.  Such comments could be considered public records.

10. Security is extremely important.  Proper use of the DMA network system is required to protect information stored on the system.  To help prevent a breach of security when working on your DMA social media site, whenever possible create, comment, and respond using your DMA computer and network.

11. Periodic review of interactive internet activities involving social media may be conducted by the DMA Public Affairs Office, State Information Technology or management.

12. Users of social media should respond in a reasonable amount of time to posts as you would if you were corresponding via other professional communication methods.

13. Correct mistakes as soon as possible.  If you make a mistake, admit it and be quick to provide a correction.  Contact the DMA Public Affairs Office to report potentially significant errors.  When correcting misinformation posted by others keep it factual, appropriate, and polite.

14. If an online social media participant posts inaccurate, accusatory, or negative comment about the DMA, do not engage in the conversation without involvement of the appropriate agency representatives, i.e., management, public affairs, etc.  Avoid personal attacks and online fights.

15. Users of social media shall not use the tools or techniques to spoof, masquerade, or assume any identity or credentials except for legitimate State purposes as required by the DMA.

C. Participating in Social Media outside of DMA.
Your rights to privacy and free speech protect online activity conducted on your personal social networks with your personal email address and using your personal equipment.  
It is recommended that what you publish on personal online sites never be attributed to the DMA and not appear to be endorsed by or originated from the Department.  You should avoid mixing your professional information with your personal information.  
Remember that as an employee of the DMA you have an obligation to avoid activities which can lead to conflicts between your personal interests and your public responsibilities.  You are expected to comply with the State “Code of Ethics,” Chapter ER-MRS 24 as set forth by ss.11.36, 19.41, and 230.40, Wis. Stats., and the Federal Hatch Act.

Refrain from any public communication that will violate your public trust and reflect discredit on you or the DMA.

While these guidelines define how DMA employees can and cannot use social media, they cannot cover every conceivable situation.  Common sense and professional courtesy are required.  The best practice is erring on the side of caution while using these resources.  Information posted does not have to be illegal or blatantly offensive to be deemed inappropriate for the work place.  These guidelines are intended to provide you with a resource to assist with the majority of circumstances related to social media.  
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State of Wisconsin / DEPARTMENT OF MILITARY AFFAIRS

                                                                                                                                                                                            P O BOX 14587

                                                                                                                                                                                       MADISON 53708-0587

OFFICE OF THE ADJUTANT GENERAL                                                                                                                                                                                   ____________

                                                                                                                                                                                                                                            TELEPHONE 608 242-3000 

                                                                                                                                                                                                                                                        DSN 724-3000

PRACTICE & PROCEDURE BULLETIN RECEIPT CERTIFICATION

This is to certify that I have received the Practice & Procedure (P&P) Bulletin on Social Media (2.110).  I have read the above P&P and understand that when I use, or access the department’s Internet for social media purposes, I have no right to privacy in their use or communication of information.  If I have questions about whether an activity is appropriate, I will contact my supervisor.  I understand that violation of this P&P may be grounds for disciplinary action, up to and including termination.

__________________________________________             _____________________________

                                 (Signature)                                                                   (Date)

__________________________________________

                       (Typed or Printed Name)

Please return this certification to Paul Stahmer, ATTN:  WING-SHR, PO Box 14587, Madison, WI 53708-0587 within 2 weeks of receipt.

